KARIM EL ATFY

CLOUD & DEVOPS ENGINEER
Azure Infrastructure | Terraform | Kubernetes | CIICD | Cloud Operations

Sesto Calende (VA), Italy | Milan/Varese | Remote/Hybrid | +39 328 316 3142 | karim.elatfy2005@gmail.com
linkedin.com/in/karim-el-atfy | github.com/KarimEIAtfy | kaystack.dev

PROFESSIONAL SUMMARY

Cloud & DevOps engineer and Computer Engineering student at Politecnico di Milano with hands-on experience across Azure
infrastructure, Infrastructure as Code, container platforms, CI/CD, observability and technical operations. Deliver cloud
environments and application platforms from architecture and Terraform provisioning through containerization, security
validation, deployment and operational handover. Current work includes independent, university-connected and early-stage
technical collaborations, supported by six public Azure projects spanning Linux VM networking to AKS GitOps. Microsoft
Certified: Azure Fundamentals (AZ-900).

TECHNICAL SKILLS

CLOUD & AZURE: Microsoft Azure, Resource Groups, VNets, Subnets, NSGs, Linux VMs, Bastion, Load Balancer, ACR,
Container Apps, AKS, Key Vault, Entra ID, Managed Identities, RBAC, Azure Monitor, Log Analytics and Application Insights
INFRASTRUCTURE & AUTOMATION: Terraform, Infrastructure as Code, modules, remote state, OpenTofu basics, Azure CLI,
Ansible, Bash, PowerShell and Python

CONTAINERS & ORCHESTRATION: Docker, Docker Compose, Kubernetes, Azure Kubernetes Service, Helm, Flux v2 and
GitOps

CI/ICD & COLLABORATION: Git, GitHub, GitHub Actions, GitLab CI/CD, Jenkins, pull requests, code review, Jira, GitHub
Projects and Agile workflows

DEVSECOPS & OBSERVABILITY: OIDC, SonarQube, Checkov, Trivy, Gitleaks, Prometheus, Grafana, Loki, Sentry, static
analysis, vulnerability, secret and dependency scanning

DEVELOPMENT & DATA: Python, FastAPI, REST APIs, PostgreSQL, SQL, C/C++ and YAML

SYSTEMS, NETWORKING & IT OPERATIONS: Linux/Ubuntu, Windows 10/11, Microsoft 365, Teams, SharePoint, OneDrive,
account/MFA support, hardware troubleshooting, TCP/IP, DNS, DHCP, NAT, subnetting, VLANSs, routing and VPN
fundamentals

ENGINEERING DOCUMENTATION: architecture diagrams, ADRs, runbooks, service-readiness checks, incident analysis,
postmortems, handover packs and cost-aware operations

PROFESSIONAL EXPERIENCE

Cloud & DevOps Technical Collaborator
Independent & University-Connected Technical Collaborations | Milan, Italy | Hybrid Dec 2025 - Present
e Collaborate on independent, university-connected and early-stage software initiatives, translating technical requirements
into deployable cloud infrastructure, automated delivery workflows and documented operational handovers.
e Design and provision Microsoft Azure environments with Terraform, reusable modules and remote state; containerize
services with Docker and deploy workloads to Container Apps, Kubernetes and AKS using Helm and GitOps patterns.
e Build CI/CD and quality gates across GitHub Actions, GitLab CI/CD and Jenkins, covering automated tests, static analysis,
laC and image scanning, secret detection, dependency checks and controlled deployments.
¢ Implement identity, secrets and observability patterns with OIDC, Managed Identities, Key Vault, Azure monitoring services,
Prometheus, Grafana, Loki and Sentry; support troubleshooting, readiness validation and incident follow-up.
e Develop backend services and automation with Python, FastAPI, REST APIs and PostgreSQL; produce architecture
diagrams, ADRs, runbooks, handover materials and deployment evidence for technical and non-technical stakeholders.

FEATURED PUBLIC PROJECT

Azure Terraform AKS GitOps Secure Platform
Capstone Portfolio Project | Public GitHub repository 2026
GitHub: github.com/KarimEIAtfy/Azure-Terraform-AKS-GitOps-Secure-Platform
e Built an end-to-end AKS delivery platform with layered Terraform, remote state, ACR, Key Vault, Log Analytics, GitHub
Actions OIDC, multi-architecture Docker builds, Helm packaging and Flux v2 reconciliation.
¢ Implemented AKS Workload Identity, Secrets Store CSI secret mounting, NetworkPolicy, securityContext, probes and
resource controls; validated changes with pytest, Helm checks, Checkov and Trivy.
¢ Diagnosed a real single-node rollout failure caused by RollingUpdate capacity, made the Helm deployment strategy
configurable, adopted Recreate for the dev cluster and documented the trade-off as an incident and ADR.
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ADDITIONAL PUBLIC CLOUD ENGINEERING PROJECTS

Azure Terraform DevSecOps Container Platform
Portfolio Project | Public GitHub repository 2026
GitHub: github.com/KarimEIAtfy/Azure-Terraform-DevSecOps-Container-Platform
e Deployed a containerized FastAPI service to Azure Container Apps through a three-stack Terraform design, ACR, Key
Vault, Managed Identities, Log Analytics, Application Insights and OpenTelemetry.
e Created GitHub Actions workflows for pull-request validation and secretless OIDC deployment, including Checkov/Trivy
gates, immutable git-SHA image tags and post-deployment smoke tests.
e Separated runtime and deployment identities, disabled ACR admin credentials, kept secret values out of Terraform state
and documented architecture, security, observability, troubleshooting, cost and cleanup procedures.

Azure Infrastructure Progression - L1 to L4
Four Public Terraform Projects | Public GitHub portfolio 2026
GitHub: github.com/KarimEIAtfy
e Built a progressive Azure laC portfolio from a Linux VM with cloud-init to segmented two-tier networking, private compute
with Bastion and a load-balanced web platform with private ARM64 Ubuntu backends.
e Applied VNet/subnet design, NSGs, SSH keys, Azure Load Balancer health probes, backend pools, modular Terraform,
remote state concepts, Log Analytics, validation steps and documented destroy order.

ADDITIONAL EXPERIENCE

Administrative & Accounting Support
Furizon APS | Remote Sep 2025 - Present
e Support administration and accounting for a nonprofit with around 500 members and two annual events, maintaining
registrations, member records, invoices, reimbursements, fees and reporting data in TeamSystem and Excel.
e Reconcile operational records against supporting documents and bank activity, investigate inconsistencies and contribute to
balance verification, annual reporting and internal controls.
e Coordinate sensitive data, deadlines and internal follow-ups with accuracy, traceability, confidentiality and clear
documentation.

Sales Assistant | Retail Operations Support
Libraccio | Castelletto sopra Ticino, Italy | On-site May 2024 - Sep 2024
e Supported customers and high-volume retail operations across sales, stock handling, replenishment, order fulfilment and
daily operational priorities during a five-month full-time seasonal contract.
e Processed and checked orders, delivery notes/DDTSs, invoices and goods movements, keeping back-office records aligned
with physical stock and team requirements.

Data Entry & Quality Support Intern

Whirlpool Corporation | Cassinetta di Biandronno, Italy | On-site May 2023 - Jun 2023
e Updated and validated database and Excel records supporting quality workflows in a structured manufacturing environment.
¢ Applied data-control, traceability and documentation procedures to identify inconsistencies and maintain reliable records.

EDUCATION

Bachelor's Degree in Computer Engineering
Politecnico di Milano | Milan, Italy Sep 2024 - Present
Undergraduate studies in software, mathematics, electronics, computer systems and engineering fundamentals.

Scientific High School Diploma
IIS Carlo Alberto Dalla Chiesa | Sesto Calende, ltaly | Final grade: 96/100 Sep 2019 - Jun 2024

CERTIFICATIONS & PROFESSIONAL DEVELOPMENT

Microsoft Certified: Azure Fundamentals (AZ-900) - Earned
Microsoft Azure Administrator (AZ-104) - Exam preparation | Cisco CCNA - Study track

LANGUAGES

Italian - Native | English - C1 | French - B1 | Spanish - A2
German (Hochdeutsch) - Beginner | Swiss German (Schweizerdeutsch) - Learning | Russian - Beginner
| authorize the processing of my personal data in accordance with Regulation (EU) 2016/679 (GDPR) for recruitment and selection purposes.

Karim El Atfy | Cloud & DevOps Engineer Page 2


https://github.com/KarimElAtfy
https://github.com/KarimElAtfy
https://github.com/KarimElAtfy/Azure-Terraform-DevSecOps-Container-Platform
https://github.com/KarimElAtfy/Azure-Terraform-DevSecOps-Container-Platform

	PROFESSIONAL SUMMARY
	TECHNICAL SKILLS
	PROFESSIONAL EXPERIENCE
	FEATURED PUBLIC PROJECT
	ADDITIONAL PUBLIC CLOUD ENGINEERING PROJECTS
	ADDITIONAL EXPERIENCE
	EDUCATION
	CERTIFICATIONS & PROFESSIONAL DEVELOPMENT
	LANGUAGES

